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Key Objectives

▪ Exploration and Evaluation of automated encryption solutions for Kubernetes block storage in TREs, utilising 
technologies such as LUKS, HashiCorp Vault . Integrates OpenStack Cinder, via CSI driver with encryption  keys 
securely stored in vault.

▪ Evaluate federated key ownership solutions, ensuring each institution maintains exclusive control over its 
encryption keys.

▪ Evaluate compliance, auditability, and operational security frameworks for encrypted storage, aligning with data 
security standards such as ISO27001, CAF, SATRE.

▪ Drive adoption and knowledge transfer through open-source deliverables, clear documentation, and engagement 
with the wider TRE community e.g. UK TRE, HDR UK, DARE UK. 



Why Encryption in TRE Matters

▪ TREs handles sensitive data

▪ Compliance with regulatory standards:

▪GDPR Article 32 mandates data 
encryption for confidentiality and 
resiliency.

▪NCSC Cloud Security Principles: All 
customer data should be encrypted 
at rest

▪NHS Secure Data Environment: 
Requires data to be encrypted at 
rest and in transit.
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Stakeholder Requirements

▪ Researchers

▪Seamless encryption with no cryptographic 
burden

▪ TRE Operator

▪Encryption enabled by default.

▪ Security/GRC

▪Centrally managed key, audit logs, key 
rotation

▪ Platform Engineer

▪Automated solution



Application-Layer Blueprint (Kopf Operator Architecture)

▪ Kubernetes Operator watches PVCs and 
Orchestrates LUKS encryption

▪ Works with OpenStack Cinder with CSI 
driver

▪ Keys stored securely in vault



Infrastructure-Native Blueprint (LUKS CSI Driver Architecture)

▪ Zero-Friction request 

▪ Storage attachment and authentication (Node 
data plane)

▪ Transparent decryption and mounting



Security Consideration – Operator model

▪ Restricted AppArmor Profiles

▪ In-Memory Key Handling

▪ Node Isolation (Tainting)

▪ Short-Lived Execution:



When to use each approach

Scenario Recommendation 
approach

Why

Production or multi-
tenant cluster

CSI Driver Native PVC integration and 
privileged operations remains 
within platform-managed 
components

Rapid PoC and workflow 
experimentation

Kopf Operator Faster to modify for Vault, 
OIDC, key rotation and custom 
orchestration testing

No cluster-level access or 
privileged workload 
permitted

Neither Both approaches require 
platform-level permissions and 
access  to raw block devices
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Demo – Clean up



Thank You
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