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Key Objectives

» Exploration and Evaluation of automated encryption solutions for Kubernetes block storage in TREs, utilising
technologies such as LUKS, HashiCorp Vault . Integrates OpenStack Cinder, via CSI driver with encryption keys
securely stored in vault.

= Evaluate federated key ownership solutions, ensuring each institution maintains exclusive control over its
encryption keys.

» FEvaluate compliance, auditability, and operational security frameworks for encrypted storage, aligning with data
security standards such as 1ISO27001, CAF, SATRE.

» Drive adoption and knowledge transfer through open-source deliverables, clear documentation, and engagement
with the wider TRE community e.g. UK TRE, HDR UK, DARE UK.
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Why Encryption in TRE Matters

= TREs handles sensitive data

» Compliance with regulatory standards:

*GDPR Article 32 mandates data
encryption for confidentiality and
resiliency.

=NCSC Cloud Security Principles: All
customer data should be encrypted
at rest

sNHS Secure Data Environment:
Requires data to be encrypted at
rest and in transit.

IMMEDIATE DATA ACCESS,
THEFT, COPYING

BLAST RADIUS: ENTIRE i
DATASETCOMPROMISEIflaInteXt Data

Privilege
escalatio

Disposal Risk
Cloud Risk

UNENCRYPTED STORAGE
(HIGH RISK)

KEY/PASSPHARES

DATA REMAIN SECURE,
UNREADABLE

Ciphertext Data

(/]
Cryptographic
Cloud Leak ~ Key Needeg

Erase

Protection

ENCRYPTED STORAGE
(MITIGATED RISK)
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Stakeholder Requirements

Researchers

»Seamless encryption with no cryptographic
burden

TRE Operator
=Encryption enabled by default.

Security/GRC

»Centrally managed key, audit logs, key
rotation

Platform Engineer
»Automated solution
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Application-Layer Blueprint (Kopf Operator Architecture)

EncryptedVolume CRD

» Kubernetes Operator watches PVCs and

Research User

| O Browser

Orchestrates LUKS encryption 4.em:mu.
= Works with OpenStack Cinder with CS| u,pfm:sm

driver

= Keys stored securely in vault IR S |

1. OIDC Login

1. Identggy Plane

5, Provision Key B Google / MyAccessID

11. Update Header

5. Physical Storage 4, Data Plane - Worker Node

User Wark load

v
&
H 7. luksOpen
4.-—""'-‘/

| & /dev/mapper/luks-pvc L

B. Mount F§

v

mm Jupyter Notebook

2. Identity Token

6. Fetch Key

............

£ Raft Storage

Key Management /

A HashiCorp Vault

3. Map to Policy
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Infrastructure-Native Blueprint (LUKS CSI Driver Architecture)

1. Research User Space

B Standard K8s PVC wm Jupyter Workload Pod
= Zero-Friction request —
» Storage attachment and authentication (Node 1-“‘*“”ET“°‘”“E = 5““""”‘{‘-" M
data pla ne) 3. CSI Control Plgge - kube-system 4. §81 Data Plane - Worker Node DaemonSet
= Transparent decryption and mounting T = Kubelet
2. Creatle\."ul.ume S NndeSt.ageVulume 10. Mount fs directly

v

% LUKS CSI Controller © luks-csi-node Daemon

3. Provision Key 8. Fetch Key 6. Trigger Attach 9. luksFormat & luksOpen
2. Key Milagement ) l \ /
-——
S =d d
ice. P -P
» HashiCorp Vault e L L & /dev/mapper/luks-pvc
Attach
Validate JWT 7. Raw Storage

5. Physic*l Storage

v

£ OpenStack Cinder /
Longhorn

MyAccessID / 0IDC
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Security Consideration — Operator model

Restricted AppArmor Profiles Kubernetes Node

[O AppArmor enabled }

In-Memory Key Handling . e R R \

(3. Janitor Cleanup Pod

Oz

@ short-lived

1. Init Container

Node Isolation (Tainting)

®)

Short-Lived Execution: @ ----- s \ i
iy , ’ retrieves key

writr::nkt?disk ’ , m uses key

| m i in:fneinory runs ‘, cleans up

! H prepares unprivileged Q . mappings

Sy aiiets encrypted volume J J ;
& 7 . & i

only in memory
\

AppArmor-restricted containers, in-memory key handling, and short-lived init/cleanup pods
minimise exposure of privileged operations and encryption keys.
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When to use each approach

privileged workload
permitted

Scenario Recommendation Why
approach

Production or multi- CSI Driver Native PVC integration and

tenant cluster privileged operations remains
within platform-managed
components

Rapid PoC and workflow | Kopf Operator Faster to modify for Vault,

experimentation OIDC, key rotation and custom
orchestration testing

No cluster-level access or | Neither Both approaches require

platform-level permissions and
access to raw block devices
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Sign in to Vault

researcher-role

v Advanced settings

with OIDC Provider

Contact your administrator for legin credentials.

Sign in to Vault

oInc
Role
autt will use the default role to sign in if th left blank

researcher-role

v Advanced settings
_ in with OIDC Provider

Contact your adn

signin

MyAccessiD

Guest Accounts

W P
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Demo

Sign in to Vault

Method

QIDC

o

Role

researcher-role

~ Advanced settings

" Sign in with OIDC Provider

Contact your administrater for login credentials.

23 ds.myaccessid.org/

G AccessID

Login with
Examples: University of Bologna, name(@auth g
or
B  enas

G AccessIiD

Login with

university of cambr

University of Cambridge

or

g | eDas

login.microsoftenline.com/49a50445-bdfa-4b T
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Sign in

CRSid@cam.ac.uk or CRSid@cantab.ac.uk

Can't access your account?

For help, please contact the UIS Service Desk at
servicedesk@uis.cam.ac.uk, by phone at +44 (1223)
(3)32999 or visit the website at
https://help.uis.cam.ac.uk/

@,; Sign-in options
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Demo

s id.hpc.cam.ac.uk/auth/realm gin-actions/|
. Windows Security % login.microsoftonline.com/49 45-bdfa-4b7
Sign in with a passke B® UNIVERSITY OF
9 P y P CAMBRIDGE
c\? HEB@ cam.ac.uk . 0 G cam.ac.uk
< Passkey for login.microsoft.com A
. P
Stay signed in? 003311
e Do this to reduce the number of times you are asked to
eeoe sign in.
L J
[ ] Don't show this again |
Enter your PIN No Yes
PIN
For help, please contact the UIS Service Desk at
servicedesk@uis.cam.ac.uk, by phone at +44 (1223)
(3)32999 or visit the website at
I forgot my PIN https://help.uis.cam.ac.uk/
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Demo

Vault v1.21.2

Secrets engines

6 cubybale

Learn more

25 vaulthpc.cam.acuk/ui st

Secrets | secret

= secret vesionz

Secrets
Quick acti Dashboard
uick actions

Secrets engines Secrets Engines

Secrets Recovery ([Enterprise

Access

Tools When created, secrets will be listed here.
Create a secret to get started.

encrypted-volume-cr-vaultyam! X

Create secret +
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(base) |
pf 1.36.0
henticat has been initiated.
ities.auth [DEBUG ia client' is in ad .
.activities.auth [Di
.activities.auth [INF ¥ i ‘log ia client' succeeded.
gines. L nitia icati fin
._cogs.clients.w [DEBUG ] Starting -stream for k8s.io cluster-wide.
¢ [DEBUG ] Starting atch-stream
[DEBUG ] Starting atch-stream f 3 to.example.com in ‘default’.
DEBUG ] Starting the watch-stream f

3 5Lk -0 NAUE, FSTVPE, TVPE, HOUNTPOINT -nodel:~$ sudo cryptsetup status luks-luks-encrypted-volume-new
Eouashts loop fanapicore2 _ _ uks-encrypted-volume-new is active and is in use.

squashfs loop / 220/
squashfs loop / )/ !
loop tl'

sTEEln o z00 cipher: aes-xts-plaintd

squashfs loop

squashfs loop .' 5 kE}"SJ‘_EE: 511 bitS

squashfs loop
hfs loop /snap/Lxd/4@115 . .
ST ek key location: keyring
sdal ext4 part

e b device: /dev/sdb

L"?dyluptd . E-P:r.ftc:r- size: G512
rypt /var/lib/ /pods/5¢ . offset: 32768 sectors
size: 4161536 sectors
mode: read/write
i : c-nodel :
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s vaulthpc. [secret/lk /
Secrets / secret | tenants
secret esion2
Secrets
Dashboard
s, Engines tenants/ Q search
Secrets Recovery [[Enterprise
B3 university-of-cambridge/
Access
Tools -t of 1
vaulthpc.cam if ets/secret/ku/li ants/university-of-cambridg
Secrets / secret / tenants / university-of-cambridge / luks-keys
secret vesionz
Secrets
Dashboard
- tenants/university-of-cambridge/luks- | Q_ Search
Secrets Recovery ([ERterprise
[ luks-encrypted-volume-new
Access
Tools ot

Create secret +

Create secret +

Dashboard

Secrets Engines

Secrets Recovery ([Enterprise
Access

Tools

Dashboard
Secrets Engines
Secrets Recovery (Enterprise

Access

Tools

ity-of-cambridge

Secrets / secret / tenants / university-of-cambridge

iZ secret vesionz

Secrets

tenants/university-of-cambridge/ Q Search Create secret +

£ luks-keys/

101 1

OFluks-encrypted-volume-new:

Secrets / secret / tenants / university-of-cambridge / luks-keys / luks-encrypted-volume-new

tenants/university-of-cambridge/luks-keys/luks-encrypted-volume-new

Overview
Current version Create new + Secret age View metadata =
The current version of this secret. Current secret version age. Last updated on Jul 13 20. 14:37 PM.
1 2 minutes
Paths

The paths to use when referring to this secret in AP or CLI

API path B /vi/secret/data/tenants/university-of-cambridge/luks-keys/luks-en..

CLi path “mount="secret" "tenants/university-of cambridge/luks-keys/luks-e..



vaulthpe.cam.acuk/ui/vault/sec cret/kv/tenants versity-of-cambridge

Secrets / secret / tenants / university-of-cambridge / luks-key

luks-encrypted-volume-new luks-encrypted-volume-new

tenants/university-of-cambridge/luks-keys/luks-encrypted-volume-new tenants/university-of-cambridge/luks-keys/luks-encrypted-volume-new

Secret Over Secret adata on History
Dashboard Dashboard
Secrets Engines Delete Copy v Version1 v  Create new version + e JSON Delete Copy + Version1 v Create new version +
Secrets Recovery | Enterprise Secrets Recovery | Enterprise Value 4P
Access
keey B @ key 281841108198490FC66b6d68FF152ecd99091b3F20835c34cacBb376b43d0acT

Tools

Secrets / secret / tenants / university-of-cambridge / luks-keys / luks-encrypted-volume-new

W2YYS
WO 01 ) iIN2RLZT kY

tenants/university-of-cambridge/luks-keys/luks-encrypted-volume-new

‘Overview data on History

Dashboard
Secrets Engines
Secrets Recovery ([ERterpiise
Access Current version Create new + Secret age View metadata >
Tools The current version of this secret. Current secret version age. Last updated on Jul 13 2026, 5:53:26 PM.

2 less than a minute

Paths

The paths to use when referring to this secret in APl or CLI.

API path /v1/secret/data/tenants/university-of -cambridge/luks-keys/luks-en..

Ui path -mount="secret" "tenants/university-of-cambridge/luks-keys/luks-e..
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Demo

Key Rotation

(base)
AN
Job.batch/rekey-luks-encrypted-volume-new

SCLTES RN AT TIPS Py -

NAME
podaenrrﬂpt luks-encrypted-volume-new

pod/vault-agent-injector-7845f59

" (base) MmN

Running

% Pubevtl get jobs,pods

Bfl

STATUS

Running
Running
Running
Running

Running
Running
Running

NS JURATTON

RESTARTS

(9d ago)

(9d ago)
(9d ago)
(9d ago)

% kubectl get jobs,pods

STATUS

Running
Running
Running
Running
Running
Running
Running

RESTARTS
(9d ago)

(9d ago)
(9d ago)
(5d ago)
(9d ago)

AGE
7s

(base)
$1s

work

$ df -h
Filesystem
overlay
tmpfs
tmpfs
/dev/sdal
shm
/dev/mapper/luks-1luks-encrypted-volume-new
tmpfs
tmpfs
tmpfs
tmpfs
tnpfs

$ kubectl exec

-it encrypt-luks-encrypted-volume-new

Used Avail Use¥ Mounted on

9.9G
0
4.8K
9.9G
)
532K
12K
)

e
e
)

49G
64M
32G
496G
64M
1.9G
32G
16G
16G
166G
16G

18%
0%
1%

18%
o%
1%

% /run/secrets/kubernetes

/

/dev

/vault/secrets

/etc/hosts

/dev/shm

/home/jovyan/work

.io/serviceaccount

% /proc/acpi

: /proc/scsi

b /sys/firmware

% /sys/devices/virtual/powercap

-¢ jupyter-notebook --




(base) |

$ kubectl delete EncryptedVolume luks-encrypted-volume-new
encryptedvolume crypto. example com "luks-encrypted-volume-new” deleted

6] kopF.obje::ts _[DEBEG ] [rjeFault_a"luks—en ted—'-.-'olume-nel-lj Handler- ‘cleanup resources’ is invoked.
96] kopf.objects [INFO ] [default/luks-encrypted-volume-new] Cleanup triggered for luks-encrypted-volume-new

kopf.objects
3] kopf.objects

i 26- 3 »1,587] kopf.objects

2026-67-13 kopf.object INFO
7-13 17:19:5 kopf.objects [INFO

[2926—9?—13 :19:5! kopf.objects [INFO

[2826-87-13 17:19:51, kopf.objects [INFO

[INFO ] [default/luks-encrypted-volume-new] Janitor successfully closed the LUKS device.
[INFD ] [de+aultaluP5 Enrrwpted—unlume new] _hErP Jwt: ey]hbhr1ﬂ1];Uh11N115ImtpLLInImprhGJTT

[default/luks-encrypted-volume-new
[default/luks-encrypted-volume-new
[default/luks-encrypted-volume-new
[default/luks-encrypted-volume-new

PVC csi-pvc-cinder-for-luks deleted.

Final cleanup for luks-encrypted-volume-new complete. Finalizer will be removed.
Handler ‘cleanup resources' succeeded.

Deletion is processed: 1 succeeded; @ failed.
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